


JaguarDevicelLock Service

JaguarDevicelock is a very useful tool for IT
management/Security Departmans to control the usage of PC
I/O ‘s. It prevents data leaks and unautharized Network access
by setting user-by-user (or group) I/O access rights

on Local Computer or Domain accounts.

JaguarDevicelLock gives network administrators control over
which users can access what devices (floppies, serial and
parallel ports, DVD-ROMs, CD-ROMs, ZIPs, USB, FireWire,
Infrared, WiFi, Bluetooth, etc.) on a local computer. Once
JaguarDevicelock is installed, administrators can control
access to floppies, CD-ROMs or any other device, depending
on the time of day and day of the week. JaguarDeviceLock
enhances access control for Windows System Administrators
and helps control removable disk usage. It can protect network
and local computers against viruses, trojans and other malicious
programs often injected from removable disks.




JaguarDevicelLock Service

e Single Windows Service Application (NTService)
e Easy configuration

e Local/Domain Users & Groups mechanism

e Open Interface

e Runs on NT/2000/XP/2003

e No Database required

e Simple easy-to-use Management

e Easy Templates

e Event viewer support

e Easy Install to Remote Computers
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JaguarDeviceLock
Manager

JaguarDeviceLock Service

CD/DYDROR
FLOPPY Dirive
Farallel Forts
Sernal Ports
F InfraRed Ports

J5 WIFI Adapters
TAPE=
I15B Portz




JaguarDevicelLock Service

Configure thousands of Computer in 3 Steps

1 - Load/Create Template
2 — Connect To Domain Controller or Local Computer
3 - Select Users and/or Groups

Finally Click Apply Button to send your configuration
to all selected Users & Groups

Apply Template [ usbstor. jdl ] to Checked Users & Groups
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JaguarDevicelLock Service

Easy Configuration Manager

5] JﬂguarDewceLuck v 1.0.0.1 [c) JaguarSoft

- Select Template Hame

Computer/Domain Hame |DOMAINADC

ALY

.“-mi't "“1 ¥

uzbgtor.dl

= [J5 ENABLE ALLDEVICES
[#]dgy Enable CO/DVDROM
[+l Enable FLOPPY Drive
[#] Enable Parallel Ports
[«]®™ Enable Serial Parts
[#]45 Enable InfraFied Parts
[+ Enable WIFl Adapters
[ ]4%R Enable TAPEs

=[]
[Ty Enable USE HID's [Hurr

[ Jiga Enable USE Printers

[J62 Enable USE Scanners &
[JE3 Enable Blustooth Adaph
[ |E8 Enable LISE Firehire M.

-v|

: ."\l! Llse USE 'W'hlteLlst

IJzer/Group Hame
(] ™ 50LDebugger
B TestUzer
B Talnternetl ser
@ Adriniztrators
] g zers
g Guests
F g Backup Operators
] @ R eplicator
] @ Server Operators
] g Account Operatorg
] g Print Operatars

(] % Pre-windows 2000 ...
] g FAS and [AS Servers

I WANS Users
] g Dnzddming
[ ] ¥ JDL_EMABLE_ALL

Type
Idzer
Idger
Idzer
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group

Drezcription

Thiz ugzer au:u:-:uunt. iz uzed by the ‘»-’.isual Studio NE

tezt uzerdur bu abicim dedimya...
Thiz uger account iz used by Terminal Services.

Admiristrators have complete and unrestricted acc...
Uzerz are prevented from making accidental or int...
Guests have the zame access as members of the ...
Backup Operators can overmide security restriction. ..

Suppaortz file replication in a domain
kembers can administer domain servers

kembers can administer domain user and group a...

kMembers can administer damain printers

A backward compatibility group which allows read ...
Serverz in thiz group can access remote access pr...
Memberz who have view-only access to the WINS...

DS Administratars Group
JaguarDevicelock Contral Group

Save Template [ AS ]

J

Apply Template [ usbstor jdl ] to Checked Users & Groups




JaguarDevicelLock Service

Easly Create/Save/Load
Hardware Templates
By Mice Clicks

= Select Template Hame

uzhbztorjdl

g g Enable M
[#]iml Enable FLOPPY Diive
[#]F Enable Parallel Ports
[Vl Enable Serial Ports

Check,

ncheck.,

Properties

Edit USE WhiteList
- []%2 Enable USE Scanners

- [J€3 Enable Blustooth Adaph

[ =8 Enable USE Firgtwfire M,

EBFIRTY Enable USE Storage D

Save Template [ AS ] J

=
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JaguarDevicelLock Service

Define Specific Access Time Restrictions for
each I/O device.

JaguarDevicel ock Properties

- Enable Senal Ports
() No Time Restriction

* Use Time Restriction

(&) All Days of Week
) Work dayz of Week (Mon-Fri)

Start Time[HH:MM) :
End Time[HH:MM) -
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JaguarDevicelLock Service

Define Specific USB Storage Devices By Vendor
ID/Product ID and/or Unique Device ID for White List.

5l JaguarDevicel ock - LISB Database

=- |:| Kingzton DataTraveler 20 USE Device Rew_1.04
; - [#] Dewvice ID=03E0E 4505271EAT 240
. [+] Device ID=00E1175041 30423450
5 - [] Device ID=0DE 0285041 7098EE L0
E| |:| Kingzton DataTraveler 20 USE Device Rew_B.00
[ Device ID=091112502271DA4140
E| |:| Sory PSP USE Device Rev_1.00
[] Device ID=R&202a0651 &0
E| |:| SOMY Storage Media USE Device Rev_1.00
[] Device ID=B104032600986%0
= DVMMDEME USE Device Rey_2.00
- [] Device ID=241F1E40640F1 77150
| O vice ID=241F1E 40640FA7DE &0

Add Checked Items to USB WhiteList J

JaguarJ |




JaguarDevicelLock Service

Select Users & Groups from Connected Local
Computer or Domain Controller.

Computer/Domain Mame |DOMAINAPDC

F ! SGLDebugger |gzer

! Testlzer |zer

S Tzlnternetl zer Idzer

I Administrators Group
] % Users Group
I Guests Group
F . Backup Operators Group
F . Replicator Group
F . Server Operatorz Group
FI . Account Operatars Eroup
FI . Print Operatars Group
] ¥ Prewindows 2000 .. Group
] #E RAS and 1AS Servers  Group
R WANS Users Group

F . D natddmins Group
F] - JOL_EMABLE_ALL Group

User/Group Mame - Type JaguarDevicel ock - Properties

‘ Members of PDC/Administrators

Administrator
PDC$

Enterprise Admins
Domain Admins
selcuko

Servers In s groug
Memberz who have
DMS Administrators
JaguarD evicelock

Apply Template [ uzbstor jdl ] to Check




JaguarDevicelLock Service

Finally Click Apply Button to send your configuration
to all selected Users & Groups

[l.{'; Apply Template [ usbstor.jdl ] to Checked Users & Groups
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References

Real-Time FX & Exchange Feeds

Garantibank & Garanti Securities Pushserver
Multicastserver

Garantibank IBM M/F DB2- ISE feed Integrations
Garantibank & Garanti Securities Real Time Java
Garantibank & Garanti Securities Java Tech. An.
Paragaranti.com IMKB Saniye Endeksi
SMS-Finance

JaguarSMPP SMS Service — Chamber of Commerce
Greece Panafon SMS-Finance Project

Kuwait Pager Project

Citibank Bahrain Dual Contribution

istanbul Stock Exch Feed

Athens Stock Exch Feed

Jo’burg Stock Exch Feed

Customer

Garanti Bankasi
Garanti Bankasi
Garanti Bankasi
Garanti Bankasi
Garanti Bankasi
Garanti Bankasi
Vodafone-Greece
UAE-AbuDhabi
Intrasoft/Greece
Dow Jones Telerate
Dow Jones Telerate
Dow Jones Telerate
Dow Jones Telerate
Dow Jones Telerate
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References

Security

Jaguarkdit - Glvenlik Kalkani
Jaguarl4FD - Anti-Fraud
JaguarEditControl
JaguarEditControl
JaguarEditControl
JaguarEditControl
JaguarEditControl
JaguarEditControl
JaguarPassword Changer

Bank

Garanti Bankasi
Garanti Bankasi
T.ISBANKASI

Anadolu Finans Kurumu
TurkishBank

Turkish Yatirim
TurkishBank UK
Cyprus TurkBank

Yap! Kredi Bank
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http://www.JaquarSoft.com
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